Strongly rooted in the Internet of Things and Cyber-Physical Systems-enabled manufacturing, disruptive paradigms like the Factory of the Future and Industry 4.0 envision knowledge-intensive industrial intelligent environments where smart personalized products are created through smart processes and procedures. The 4th industrial revolution will be based on Cyber-Physical Systems that will monitor, analyze and automate business processes, transforming production and logistic processes into smart factory environments where big data capabilities, cloud services and smart predictive decision support tools are used to increase productivity and efficiency. This survey provides insights into the latest developments in these domains, and identifies relevant research challenges and opportunities to shape the future of intelligent manufacturing environments.
Introduction
With Intelligent Environments [5] , we typically envision algorithms and software embedded in everyday objects that collectively aim to make our surroundings smart and support us with our daily activities by accommodating us to the given situation at hand. Indeed, technological breakthroughs in miniaturization and wireless communication have enabled sensors, mobile devices and applications to communicate with one another and be continuously in ours and each others' interaction range. Sophisticated contextaware applications and services have been built on top of these wireless sensors and actuators [34] to monitor their users' presence and adapt autonomously to an always evolving context, while remaining sensitive to changing needs and preferences. As a result, the hardware and software trends of the last decade have enabled various vertical domains -ranging from smart homes [7, 51] , offices and work places [1, 3] , smart cities [13] to applications for assisted living [45] and enhanced healthcare management [16] , etc. -to add value to their offerings for intelligent environments. These technological advances and innovations are further accelerated by new emerging trends, such as the Internet of Things (IoT) [4, 18, 49] and Cyber-Physical Systems (CPS) [28, 46] . These computing paradigms envision a future in 2020 with an estimated 50 billion devices around the globe connected to the Internet. Information and intelligent services will be invisibly embedded in every environment around us, and large amounts of data will circulate in order to create smart and proactive environments that will significantly enhance both the work and leisure experiences of people.
A similar digital transformation is taking place in the 4th Generation Industrial Revolution (Industry 4.0) [29, 30] . A brief history of the industrial revolutions will help us understand how the industry has evolved over the past few centuries and will advance into next generation intelligent environments. Mechanical production with water power and the steam engine gave 73 rise to the 1st industrial revolution in the 18th century (see Fig. 1 ). Later on, electrically powered mass production based on division of labor characterized the 2nd revolution at the start of the 20th century, whereas the 3rd was marked with the introduction of the first programmable logical controller only a few decades ago that enabled IT-based manufacturing automation. The 4th industrial revolution will build upon the emerging Internet of Things and Cyber-Physical Systems paradigms to monitor, analyze and automate business processes at large. These technological revolutions will transform production and logistic processes into smart factory environments that will increase productivity and efficiency. Indeed, Industry 4.0 and the related Factory of the Future (FoF) [11, 24] paradigm envision a future of creating smart products through smart processes and procedures, strongly rooted in the Internet of Things and Services and Cyber-Physical Systems-enabled manufacturing [36] , with applications in the area of energy, logistics, sustainable mobility, etc. The widespread adoption of Cyber-Physical Systems and Big Data analytics technologies by manufacturing companies will lead to the 4th Industrial Revolution where Cyber-Physical Production Systems (CPPS) [35] are blurring the boundaries between the real world and the virtual world. Smart products will plan, control and optimize their own production process with minimal human in-tervention. The digital transformation will enhance the transparency of the production process, even across the organizational boundaries of the manufacturing enterprise. As such, similar to the classical intelligent environments (i.e. the smart homes, smart offices and smart cities), there is a trend of transforming production and logistic processes into smart factory environments where big data capabilities and smart predictive decision support tools are used to increase productivity and efficiency [21] .
This survey reviews relevant system-and useroriented research tracks of intelligent environments, and discusses non-trivial challenges specifically related to the design, the implementation and the evaluation of smart industry applications:
1. Transparent networked production with industrial wireless networks. 2. Enhanced knowledge management with contextaware industrial systems.
Data-driven planning and optimization with Big
Data analytics in the cloud. 4. Creating insights with machine learning and data mining for Industry 4.0 applications. 5. Human computer interaction aspects for different types of stakeholders. 6. Security and privacy threats as well as compliance regulations for personalized manufacturing. The survey highlights related work and contributions on recent developments and experiments with such applications in simulated smart environments as well as successful deployments in the real world.
Section 2 highlights ongoing research in wireless sensor networks that provide the foundation for the Industrial Internet of Things (IIoT). The application of context-awareness in this area is the subject of Section 3. Section 4 discusses the importance of enabling technologies of cloud computing and big data, whereas Section 5 highlights how machine learning and data mining can help to make factories smarter. The role of the user within such an ecosystem is further explored in Section 6, while security and privacy concerns are discussed in Section 7. In each of these sections, we will discuss how the techniques and best practices have been applied in the domain of Industry 4.0 and the Factory of the Future. We end this survey with some critical reflections and concluding thoughts in Section 8.
End-to-end production transparency with industrial wireless networks
Industrial companies are shifting from traditional wired infrastructures towards wireless sensor networks (see in Fig. 2 ) to continuously monitor the performance of their plants, as the former are often too complex to expand and too rigid to quickly adapt to evolving production market dynamics. Wireless sensor technology offers clear advantages to monitor production assets and the corresponding networked manufacturing or logistics business processes (a typical orchestration of such processes is depicted in Business Process Model and Notation (BPMN) in Fig. 3 ) in order to gain real-time insights in how to boost productivity, optimize resource efficiency, reduce interruptions, or minimize down time. The intrinsic value of wireless sen- sor networks is that they are much more flexible and cost-effective to install for temporary and incremental collection of additional data points. This enables a swifter end-to-end integration into existing industrial production networks that may consist of IoT networks, mobile applications and cloud services.
Li et al. [31] review how wireless sensor networks (WSNs) have played a pivotal role to build industrial wireless networks (IWNs) for Industry 4.0 applications. While WSNs and IWNs share many similarities and features, the authors argue that the latter impose new constraints and requirements for realizing efficient industrial intelligent environments. First of all, when monitoring and controlling industry or production systems in real-time, having a low network latency is a key concern, which is often realized at the expense of a higher energy consumption. This is in contrast to the traditional wireless sensor networks as found in the smart home and office environments where a higher latency is usually not a concern, but where maximizing the battery life-time is usually the goal for increased user convenience. Second, in production and manufacturing environments, there are many more mobile components that need to be monitored, such as mobile devices, robots, automated guided vehicles (AGVs), which results in wireless networks with many more mobile sensor nodes, compared to the more stationary networks in more classic intelligent environments. Third, the industrial environment in which the sensors are deployed may also be more challenging, due to interference of other obstacles, dust, vibration, higher temperatures and humidity, etc. These continuously changing circumstances may influence the reliability and efficiency of communication in production networks. Last but not least, due to the many tasks of sensor nodes in an industrial wireless network, they come with a higher capacity for data storage and processing compared to their consumer-oriented equivalents. Similar research on the wireless challenges in Industry 4.0 was conducted by Varghese et al. [52] , raising deterministic low network latencies, increased battery longevity, scalable connectivity, reliable machine-to-machine communication, high data rates, and seamless connectivity as important requirements. In particular, they investigate to what extent the 5G communication standard can address these requirements. They conclude that a single wireless standard, such as WiFi, will not be able to address all the requirements in the Industry 4.0 era, and that a combination of various technologies will be necessary to realize an efficient industrial wireless network.
Xu et al. [57] conducted an extensive literature review on the growing interest in using IoT technologies in various industries, highlighting comparable important challenges and opportunities. They offer an in-depth review of the applicability of serviceoriented architecture (SOA) and other enabling technologies for IoT, and how such IoT systems are being adopted in different industries. The vertical domains that they cover, include the healthcare service industry, the food supply chain, mine safety, transportation, logistics and firefighting. Important complementary research challenges and future trends that the authors highlight include standardization (e.g. communication and identification), security and privacy. From a technical perspective, they consider the scalability and het-erogeneity of IoT networks as non-trivial challenges, as well as a commonly accepted service description language for IoT services to ensure compatibility and interoperability, including integration with legacy systems.
Additional insights, trends and research challenges in wireless communication, industrial protocols, process automation, monitoring and control applications and industrial distributed environments are offered in other surveying articles [10, 15, 19, 20, 47] .
Information management in context-aware industrial systems
Context-aware behavior is instrumental in industrial production environments to build smart manufacturing systems and applications on top of industrial wireless networks. Such systems mainly focus on tracking and tracing, zero-defect manufacturing and proactive maintenance. As confirmed in the final report of the Industrie 4.0 Working Group [23] on "Recommendations for implementing the strategic initiative IN-DUSTRIE 4.0", smart products will be uniquely identifiable and may be located at all times. Furthermore, it will be possible in the future to incorporate individual customer-specific features into the design. As Fig. 4 depicts, typical end-to-end Industry 4.0 integration scenarios involve many people with different roles and information needs. Effective and reliable data collection is key to implement context-adaptive decision support systems that continuously monitor and control manufacturing and production processes with humans in the loop. Context-awareness also helps to create a holistic view of assets, people and inventory, and can reduce human errors of production line engineers and operators by reducing their cognitive load.
With billions of sensors connected to the Internet, context-awareness is an important research area within the IoT. Perera et al. [40] surveyed a broad range of techniques, methods, models, functionalities, systems, applications, and middleware solutions related to context awareness and IoT. Their analysis includes a historic overview of how the area of context-aware computing has evolved over the last two decades. Additionally, the authors review an extensive list of 50 academic and industrial project initiatives. While not focusing on industrial IoT applications, the challenges that the authors highlight are of high importance to this domain. First of all, they proclaim the automated configuration of sensors as a necessity due to the sheer scale of industrial wireless networks. Other wellknown challenges being mentioned, include the discovery, modeling, distribution, and sharing of context information, as well as the ability to reason upon context information and select sensors in a sensing-as-aservice model. Last but not least, the authors also mention security, privacy and trust as major considerations that have been there since the beginning of contextaware computing, concerns that will be here to stay in the foreseeable future. Dhuieba et al. [12] highlight the importance of adequate knowledge management in manufacturing applications. With digital factories integrating a variety of IT-based systems -from product lifecycle management (PLM) systems, manufacturing execution systems (MES), enterprise resource planning (ERP) systems to manufacturing process management (MPM) systems, etc. -knowledge is omnipresent, a necessity to support different factory stakeholders with achieving their daily design, planning and optimization activities. The authors investigate how context-awareness can support knowledge reuse in multiple production contexts and factory environments while reducing information overload.
Lunardi et al. [32] present COBASEN, a middleware to simplify the discovery, search, selection, and interaction with devices in large Industrial IoT networks with devices having overlapping and some-times redundant functionalities. The middleware is built around a context module and a scalable contextbased search engine that leverages the semantic characteristics of devices to help users interact with them. Preliminary performance experiments show acceptable indexing and querying response time results. The authors also argue that COBASEN can be an essential tool to improve the development of Industrial IoT (IIoT) applications, by offering support not only for those people that deploy middleware, but also the ones that implement the IIoT applications and industrial processes.
Alexopoulos et al. [2] present a context-aware information distribution system to support users in industrial environments. Their context-aware manufacturing information system, called CA-MIS, is event-based and data driven. The problem that they address, focuses on the fact that contemporary information infrastructures often fail to successfully aggregate and manage data from factory-wide sensor networks as well as from various data sources, such as MES and ERP systems. Additionally, these systems often do not analyze the data and deliver it to different users in a contextbased manner. Their proposed solution builds on top of NFC, RFID, RDF and HTML5 enabling technologies to provide the right information, to the right people at the right time on display devices, static or mobile, available at the shop-floor. It targets the develop- ment and deployment of services and applications to support decision making for users working at the manufacturing shop-floor.
Optimizing industry processes with Big Data and Cloud Computing
While the Internet of Things paradigm and recent advances in Machine-to-Machine (M2M) communication enable real-time monitoring of smart factories, the effective optimization of business processes and resource consumption often rely on fairly data intensive processes for which the computational resources available on-site are not sufficient.
In that sense are cloud computing and Big Data critical enabling technologies for the Industry 4.0 paradigm. It is not only the place where the bulk of industrial device data and decision critical information is ingested and analyzed, it offers the flexibility to scale on demand to diverse workloads to automate and optimize business processes (see Fig. 5 ). It enables data analytics with predictable performance, even with growing industrial wireless networks of interconnected things, resulting into a cost-efficient supply chain.
O'Donovan et al. [39] discuss the complexity that manufacturing facilities are faced with when having to manage exponentially increasing amounts of data, and analyze those datasets to extract meaning in order to make well-informed business critical decisions. Their Pisching et al. [43] investigate how the domains of both Internet of Things and Cyber-Physical Systems are converging within smart factories to the Internet of Services paradigm. The authors present a survey about service composition in a cloud-based manufacturing setting, and summarize advancements made in this area for Industry 4.0 as a collaborative and integrated manufacturing environment. These services could represent manufacturing processes, possibly offered by virtual enterprises. Customers could then request a particular virtual service, which is then composed out of existing cloud services to meet the customer's specific demand.
Wang et al. [54] present a framework that incorporates industrial wireless networks, cloud, and fixed or mobile terminals with smart artifacts such as machines, products, and conveyors. Their objective is the realization of a vertical integration to implement a flexible and reconfigurable smart factory. They also elaborate on the ability of such ecosystems to self-organize, assisted with feedback from big data analytics building blocks running in the cloud. Beyond these technical aspects, the authors also highlight important challenges that related to intelligent decision making and negotiation, high speed industrial wireless network protocols, special features of manufacturing for big data analytics, system modeling and analysis, cyber and property security, and modularization with flexible physical artifacts. The authors conclude that self-organization, coordination and big data based feedback are key to ensure that smart machines and products can communicate and negotiate with each other to reconfigure themselves for flexible production of multiple types of products.
Kehoe et al. [25] specifically survey over 150 works in the area of cloud robotics and automation, citing examples where the cloud can enhance automation by facilitating access to data sets, models, designs, simulation tools and other software. While moving robotics and automation algorithms into the cloud may mitigate the long delays when waiting for complex data analytics processes to return results, the authors also raise a range of security and privacy concerns related to cloud-connected robots and sensors that may collect sensitive information, such as corporate trade secrets, as well as other regulatory, accountability and legal issues of remotely connected systems.
Smarter manufacturing and production with machine learning and data mining
More and more software and intelligence are being integrated into industrial production and manufacturing systems to reduce the cost efficiency and improve the quality, efficiency and flexibility of production. The application of machine learning in manufacturing is hardly a novel theme. Already more than two decades ago, Monostori et al. [37] surveyed various machine learning techniques that seemed applicable for realizing manufacturing systems with intelligent behavior to handle the growing complexity of such dynamic systems in fast changing production environments full with uncertainties.
Pham et al. [42] discuss in their survey how machine learning is widely applied in different areas of manufacturing, highlighting example applications for optimization, control, and troubleshooting. The focus of their work is on supervised classification, covering algorithms such as decision tree induction, rule induction, instance-based learning, neural networks, genetic algorithms and Bayesian approaches. The key problems that they identified back in 2014 dealt with the necessity to scale up these machine learning algorithms for significantly larger data sets, and the necessity to learn multiple models in parallel.
Mekid et al. [33] discuss zero-defect workpieces and just-in-time production as important challenges of intelligent reconfigurable manufacturing systems. They address machine learning approaches for parameter optimization through self-learning as key enablers for process monitoring and control strategies in next generation intelligent manufacturing systems.
West et al. [55] investigate the problem of timeconsuming rework and scrapage due to slight variations of the product state during production. They argue that traditional methods based on modeling of cause-effect relations can no longer handle the increasing complexity and high-dimensionality of modern manufacturing programmes. To address this con-cern, they research the applicability of combining clustering and supervised machine learning as a possible way to improve quality monitoring. While their approach is promising, the authors also highlight challenges emerging from the application of the proposed technique in industrial manufacturing environments. These relate to the complexity of collecting data and the integrity of that data, the creating of learning data for supervised learning methods, and possible risks of over-fitting.
A more recent by West et al. [56] re-explored the advantages, current challenges and contemporary examples of successful applications of machine learning in manufacturing. The same concerns remain, being a growing complexity, highly dynamic production environments, and high dimensionality data with chaotic structures. Their work resulted in a mapping of unsupervised machine learning, reinforcement learning, and supervised machine learning algorithms and matching applications. The authors conclude that supervised learning is a good fit for most manufacturing applications given that labeled data is often available for manufacturing applications. However, they also acknowledge that due to the growing availability of data and sensor technologies, unsupervised methods may gain importance in the future.
Human computer and machine interaction for problem solving and decision making
While automation and optimization of business processes are major challenges within Industry 4.0, it does not mean that human beings are taken out of the picture completely. The growing complexity of manufacturing and production means that adequate solutions must be provisioned to handle the growing amount of information. That is why the way humans interact with such systems for problem solving or decision making is a challenge which cannot be ignored.
Gorecky et al. [17] address intelligent user interfaces that offer technological assistance of workers by means of representing the cyber-physical world such that they can realize their full potential as strategic decision-makers and flexible problem solvers. They investigate to what extent the established interaction technologies and metaphors from the consumer goods market seem to be promising for the field of Industry 4.0. They analyze approaches for the acquisition, aggregation, visualization, and re-use of data and information within mobile context-aware interaction for the development of manufacturer-independent and multi-platform user interfaces. Pfeiffer et al. [41] also investigate how to empower users to understand, monitor, and control automated processes within Industry 4.0. They propose a usercentered design (UCD) process with methods for usability and user experience engineering that should be fully integrated into the development process. Existing concepts within human computer interaction (HCI) and human machine interaction (HMI) should evolve not only to deal with more data and new machines, but also the account for the growing adoption of mobile devices for which existing traditional user interfaces are no longer adequate. Key challenges for an Industry 4.0 enabled user interface include a.o. the ability to handle large amounts of data with different levels of abstraction, offering explanation for automatic decision systems, the tension between standardized versus personalized user interfaces within collaborative production systems, and training.
Flatt et al. [14] employ context-awareness to assist with maintenance activities in smart factories. They present a tablet-based software solution that leverages augmented reality and indoor localization to place virtual sticky notes at production modules. The objective is that this system can exchange information about static and dynamic maintenance information and recurring maintenance tasks that show a worker how to execute particular maintenance steps. Next to textual information (e.g. plant process data or manuals), their solution also supports audio and video. Key advan-tages are the augmented reality subsystem does not require any configuration, as it learns its environment as it goes. Additional experiments show that the system can handle a large amount of sticky nodes without jeopardizing the stability of the tracking or require large amounts of storage space.
Growing concerns of security and privacy threats and new compliance regulations
Given the generation and aggregation of high volumes of volatile data and sensitive user information, it is clear that there are a multitude of security [22] and privacy challenges caused by sensors and smart devices continuously monitoring the environment. Embedded in the infrastructure and the products themselves, these sensors not only track business and manufacturing processes, but also customer behavior after the production phase, and sometimes in a way that is not visible to them. Indeed, the attack surface for security and privacy threats grows, as depicted in Fig. 6 . That is why a Defense-in-Depth strategy for all production processes to protect both physical access and digital access on every network layer (as shown in Fig. 7) is paramount.
Cyber-security remains a clear challenge for the roll-out of the smart factories of the future. Many of the systems, technologies and protocols that exist today and that will become constituents of Industry 4.0 were never designed with networked production and large scale connectivity in mind. This can be witnessed from recent successful attacks on SCADA systems by dangerous malware like Stuxnet, Duqu, Flame, and Gauss [6, 27] . In [38] , Nicholson et al. survey ongoing research and present an overview of risks, threats and mitigation strategies in the area of SCADA security. Sadeghi et al. [48] discuss various security and privacy challenges in the industrial Internet of Things, and offer an outlook on possible solutions towards a holistic security framework for Industrial IoT systems. They argue that contemporary security solutions are inadequate due to scalability issues to handle large networks of heterogeneous devices and cyber-physical systems, as well as concerns of constrained resources and the necessity to not jeopardize the fulfillment of real-time requirements.
Preuveneers et al. [44] present a framework that builds on top of Big Data enabling technologies to address various security and privacy challenges in the IoT. Their solution is inherently an attribute-based access control solution built on top of the Apache Spark Streaming framework to enforce access control policies on incoming and intermediate data streams. Their solution also incorporates data protection safeguards to protect the disclosure of sensitive data and quasiidentifiers using a.o. k-anonimity [50] and l-diversity privacy strategies.
With personalized manufacturing and product individualization being important objectives of Industry 4.0, it is no surprise that new regulations and directives will be put in place to protect the privacy of individuals. The seven core principles of Privacy by Design (PbD) [8, 26] , as proposed by Cavoukian in the 90's in response to the growing impact of ICT and large-scale networked data systems, appear more often these days in discussions on data protection and data security in the era of Big Data [9] . The general principles can be summarized as follows:
The goal is to employ proactive rather than reactive measures in order to anticipate and prevent privacy-invasive events from occurring.
Privacy as the Default Setting
Personal information must be automatically protected in any software system. Even if the individual does not undertake any action, his or her privacy is preserved.
Privacy Embedded into Design
Privacy must be embedded into the design and architecture of any software system and business process from the start, and should never be an afterthought.
Full Functionality -Positive-Sum, Not Zero-Sum
The functionality of a software system should only be extended if at the same time the system's privacy awareness is improved.
End-to-End Security -Full Lifecycle Protection
Strong security measures are essential to protect personal information. Security and privacy measures go hand in hand during the entire lifecycle of the data involved.
Visibility and Transparency -Keep it Open
All stakeholders are assured that all business practices and technologies are operating according to the stated promises, subject to independent verification.
Respect for User Privacy -Keep it User-Centric
Keep the interests of the individual uppermost by offering strong privacy defaults, appropriate notice, empowering individuals with user-friendly options.
To address these concerns, the EU General Data Protection Regulation (GDPR) [53] 1 -put forward by the European Commission back in January 2012 -was finally agreed upon in February 2016. The GDPR aims to harmonize the current data protection laws in place across the EU member states and directly applies to all EU member states after a period of two years without a need for implementing legislation at the national level. As such, the GDPR will significantly affect businesses in all industry sectors, including those outside the EU that process data of EU citizens as a service to support the effective operation of smart factories. 
Summary and reflection on the state of the art
This survey on emerging trends and research challenges on the industry of the future covered a wide variety of topics relevant for the design of intelligent environments. By no means did we aim to explore indepth the state of the art on each of these topics. Our goal was to give a cross-disciplinary flavor of how ongoing research is shaping the future of intelligent manufacturing environments, while identifying important opportunities for further research. To get more details and insights on a particular topic, we highly encourage the audience to read the comprehensive surveys we referred to.
However, reflecting back on the surveyed works, we can conclude that making Industry 4.0 applications smart requires a holistic approach that further complicates the development process. We identified the following opportunities for further research on industriallevel intelligent environments to smoothen the transition from a proof-of-concept in the lab into tangible deployments in the real world: -Guaranteeing predictable system behavior: Industry 4.0 applications do not operate in isolation, but often rely on and interact with services and components from third parties, which make them harder to test. With an increased focus on networked production, failures are bound to happen. Given that the competitiveness of a company resolves around cost efficiency, mitigating unknown risks due to external influences early in the design phase is key. Applying a design for failure methodology for distributed intelligent manufacturing systems may improve the reliability and robustness against unforeseen circumstances to guarantee zero-defect manufacturing. However, the literature seems to be focused more on avoiding errors rather than having contingency plans in place to be prepared for failures. -Quality assurance for context-aware behavior:
Heavily built on top of industrial wireless sensor networks, context-awareness plays a key role in strategic decision making (for troubleshooting or process optimization). The scientific literature on context-aware computing includes several works on how to effectively deal with subpar context information quality. However, there is limited work in this area for smart factories, meaning that there are several opportunities to investigate the negative impact of improper decisions and how that may influence the cost of automation.
-Risks with shifting the intelligence: A strategic risk with the application of machine learning in industrial applications, is that several classification and clustering techniques work very well, but do not offer any insights into why a model comes to these conclusions in a way that is understandable for human beings. Rather than reducing the cognitive load from operators and engineers, these enabling technologies may actually hamper user convenience and usability.
-Compliance regulations and legal implications:
Industry 4.0 is heavily data driven. Each of the above objectives leverages context information from systems, customers and other assets. With data minimization being imposed in future privacy regulations, the question emerges what kind of trade-offs exists between purposefully reducing the amount and/or quality of sensitive information being collected and the ability to meet the above goals. Even as researchers, we will no longer be exempt from new compliance obligations and regulations when controlling or processing sensitive information.
Last but not least, we highly recommend the subsequent research articles in this thematic issue. In their own way, they each advance the fields towards the realization of truly intelligent industrial environments. 
